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1. Introduction
1.1
This policy covers the use of social media, including social networking websites such as, but not limited to, X (formerly Twitter), Facebook, YouTube, content communities, websites, blogs and Community WhatsApp Groups.
1.2
The policy aims to:
· Ensure that the Council and its employees are protected when using social media.
· Establish the principles of use of social media by Anslow Parish Council employees, Councillors and volunteers.
· Provide clear standards of conduct for staff and Councillors when using social media.
1.3
Online behaviour should not differ from offline behaviour, particularly where reference is made to the Council in any context. Users of social media and other online services must remember that material published online may remain accessible for many years, even after the original content has been removed.
Users must comply with all applicable legislation when using online services, including the Computer Misuse Act 1990 (as amended), data protection legislation, copyright law and legislation relating to harassment, communications and equality.
1.4
This policy must be complied with. Failure to comply may result in disciplinary action, which could ultimately result in dismissal for staff, and may result in a Code of Conduct complaint in respect of Councillors.
2. Scope
This policy applies to all employees, Councillors and volunteers of Anslow Parish Council.
3. Social Media
3.1
The Council encourages interaction with its residents, partner agencies and community groups. When using social media for this purpose, staff, volunteers and Councillors must act responsibly and respectfully and ensure that information used is accurate. They must be aware of the image being presented when representing the Council.
At the time of writing, Anslow Parish Council does not have any Council-owned social media accounts. If Council-owned accounts are introduced, posts will be approved and monitored by the Clerk or another person expressly authorised by the Council.
Accounts will remain the property of the Council at all times, use Council-controlled login and recovery details, have multi-factor authentication enabled where available, and access will be limited to authorised users. Access credentials must be changed promptly when an authorised user leaves their role or no longer requires access.
3.2
Social media should never be used in a way that breaches any other Council policies or expected standards of behaviour.
3.3
Care must be taken when disclosing personal information online. Personal information should only be shared where it is appropriate and lawful to do so.
3.4
The UK GDPR, Data Protection Act 2018 and Data (Use and Access) Act 2025, together with other applicable data protection and privacy legislation, must be complied with at all times.
Personal data must only be published or otherwise processed where there is an appropriate lawful basis and in accordance with the Council's data protection policies.
3.5
Individuals may incur personal liability for unlawful online activity, depending on the circumstances. Nothing in this policy removes any individual's responsibility to comply with the law.
3.6
If an employee or Councillor is approached by the media regarding content they have published in connection with Council business, they should not respond on behalf of the Council without first consulting the Clerk.
3.7
Social media should be used positively to project a good image of the Council. It can provide a valuable opportunity to engage with the community.
The use of social media should not involve unprofessional or inappropriate content and must not interfere with Council employees' duties or performance.
3.8
Employees, Councillors or volunteers may be required to remove content published on behalf of the Council that is considered to breach this policy.
Council-related information must not be published in a manner that could unlawfully or improperly bring the Council into disrepute.
3.9
References for current or former employees must only be provided in accordance with the Council's agreed employment procedures and by a person authorised to do so.
Any use of information obtained from social media or online searches in recruitment must be lawful, necessary, fair and consistent with the Council's recruitment and data protection procedures.
3.10
Council employees, Councillors and volunteers who work with vulnerable adults or children must maintain appropriate professional boundaries when using social media.
Personal social-media contact with individuals encountered through such work should be avoided where it could compromise safeguarding or professional boundaries, and the Council's safeguarding procedures must be followed at all times.
4. Social Media – Personal Use
4.1
Social networking should be approached with appropriate caution. While social media can have considerable benefits, information placed online can be widely distributed, copied and retained.
Common sense should be applied. If an individual is concerned or uncertain about the appropriateness of a statement, they should consider carefully whether it should be posted or published.
4.2
When using social networking websites, Officers and Councillors should:
· Be aware that their online activity may affect the Council's reputation where they can be identified with the Council.
· Make clear, where appropriate, when views expressed are personal.
· Know and comply with their obligations under relevant Council policies and codes.
· Be respectful.
· Use appropriate privacy and security controls.
· Take reasonable steps to secure their social-media accounts.
The Nolan Principles should be followed at all times: selflessness, integrity, objectivity, accountability, openness, honesty and leadership.
4.3
Employees, Councillors and volunteers publishing personal content should make clear, where appropriate, that they are speaking on their own behalf and should use personal rather than Council email accounts for personal activity.
Councillors should be aware that the Members' Code of Conduct may apply to online activity where they are acting, or could reasonably be perceived to be acting, in their capacity as a Councillor.
Simply identifying oneself as a Councillor does not necessarily mean that every personal post falls within the Code. However, posts concerning Council business, fellow Councillors, Officers or matters connected with the Councillor's role may do so.
The Code applies to all forms of communication and interaction, including electronic and social-media communication, posts, statements and comments.
4.4
Confidential or otherwise protected information must not be disclosed through personal social-media accounts.
Nothing in this policy prevents or restricts an employee from making a protected disclosure in accordance with applicable whistleblowing legislation.
4.5
Personal content should not be published using a Anslow Parish Council email address, logo or other Council branding unless it is on a Council-authorised platform and appropriate permission has been obtained.
4.6
When communicating with colleagues, Councillors, Officers or members of the public through social media, individuals are reminded to be respectful and to comply with the relevant Code of Conduct and Council policies.
Abusive, discriminatory, threatening or otherwise inappropriate language or behaviour is not acceptable.
4.7
The fact that behaviour takes place online rather than face-to-face does not change the standards of behaviour expected by the Council.
4.8
Personal information, including names, photographs and other identifying information, must only be published where the Council has identified an appropriate lawful basis for doing so and publication complies with the Council's data protection and privacy policies.
Particular care must be taken when publishing information relating to children or vulnerable individuals.
4.9 Bullying, Harassment and Discrimination
Bullying, harassment, intimidation, discriminatory behaviour or targeted abuse through social media or other online communication will not be tolerated.
This includes conduct directed towards members of the public, employees, Councillors, volunteers or representatives of partner organisations.
Such conduct may also amount to a breach of the Members' Code of Conduct or relevant employment policies. The Council's relevant grievance, bullying and harassment, Code of Conduct and employee procedures will apply as appropriate.
4.10 Abuse, Intimidation and Threats Directed at Councillors or Staff
Nothing in this policy requires Councillors, employees or volunteers to continue engaging with individuals who are abusive, threatening, intimidatory or persistently disruptive online.
Where appropriate, users may end an interaction, mute or block an account, report content to the relevant platform, retain evidence and report serious incidents to the Clerk, Monitoring Officer or police as appropriate.
4.11 General Guidance
Do:
· Watch out for defamatory, discriminatory, threatening or obscene posts on Council-controlled pages and refer them promptly to the appropriate administrator or the Clerk.
· Set appropriate privacy and security settings for any social networking site used.
· Ensure Council computers, networks and Wi-Fi are used in accordance with relevant Council policies.
· Think carefully before posting and consider how a reasonable member of the public may interpret the content.
· Keep Council information confidential where it is not intended for publication.
Do not:
· Post comments that you would not be prepared to make in face-to-face contact.
· Comment in haste.
· Disclose confidential or personal information without proper authority.
· Use Council resources for party-political purposes.
Never:
· Post comments that breach the Council's Equality and Diversity Policy.
· Publish content that unlawfully discriminates, harasses or incites violence or hatred.
· Publish confidential Council information without authority.
5. Guidance for Officers and Councillors on the Use of Social Media and Websites
5.1
Officers and Councillors should be familiar with the terms of use of third-party platforms and adhere to these when using them.
5.2
No confidential or restricted Council-related information should be published.
Information relating to Council business should normally only be published on behalf of the Council where it is already in the public domain or has been authorised for publication by the Clerk or Council.
5.3
Information published on behalf of the Council should be factual, fair, relevant, accurate and transparent.
5.4
Officers and Councillors must be mindful that information published online may remain in the public domain indefinitely and may be copied, shared or archived even where the original content is subsequently deleted.
5.5
Copyright, data protection and privacy legislation must be adhered to at all times, including the UK GDPR, Data Protection Act 2018 and Data (Use and Access) Act 2025.
5.6
Conversations, correspondence, reports or other information intended to remain private, confidential or internal must not be published without appropriate authority.
5.7
When referencing or sharing material produced by external organisations, the original source should be identified wherever appropriate and copyright requirements observed.
5.8
Content should not be published online on behalf of the Council where it would be considered unacceptable if communicated through another Council channel or in the workplace.
5.9
Officers and Councillors must remember that, when acting in their official capacity, their online conduct can affect public confidence in the Council and they should act responsibly and in accordance with the standards applicable to their role.
5.10 Political Neutrality and Elections
Council-owned websites, social-media accounts and other Council communications must remain politically neutral and must comply with the Local Government Act 1986 and the Code of Recommended Practice on Local Authority Publicity.
Particular care must be taken during pre-election periods and regard must be had to any relevant guidance from the Returning Officer or Monitoring Officer.
Council accounts, facilities and resources must not be used to promote, or appear to promote, a political party, election candidate or individual Councillor.
6. Review of this Policy
This policy will normally be reviewed every two years.
An earlier review may be undertaken where there is a relevant change in legislation, statutory guidance, the Members' Code of Conduct, Council practice or the Council's use of social media.
